VINPABJIEHVE HA
VYA3IBUMOCTU

€ LIREX

OrpaHunyeTe pUCKOBeTe 33 CUrypPHOCTTA

KaTO HaMasinTe BpemMeTo, B KOeTO
cmcremMmumTe Ca yA3BrmMmun



BawmaTt nnaH 3a HaBpemMeHHOo
OTCTpaHABaHe Ha YA3BMMOCTU

lMpeunsHa npuopuTusauua HamaneHu puckose

Ha pucKkoBeTte

YassumocTuTe ce BpemeBunAaT npo3opeu, B KONTO

npuopmMTM3npaT Ha ba3a cMcTemuTe ca ya3BUMU, ce

pVYICKOBeTe 3a KOHKpeTHaTa HamanaBa ApPacTUYHO Ypes3

opraHunsauus, busHec NPOaKTUBHO ynpaBseHne Ha

npouecuTe 1 NoTpebHocTuTe. yA3BMmMoCTK 1 remediation
plan (nnaH 3a oTcTpaHasaHe
Ha yA3BMMOCTM)

MNogo6peHa npocnegumocT
M KOHTPO

Pasnonarate c vHdopma-
LMA OTHOCHO TeHgeHumnTe
M CbCTOAHMETO Ha yA3BU-
MOCTUTE 1 KaKBU Ca npome-
HUTe C BpemeTo.

Vulnerability Management Lifecycle

1
> UgeHTnduumpaHe

MpOaKTMBHO CKaHMpaHe 3a yA3BMMOCTU

B LiAN1aTa KoprnopaTMBHa Mperka
JoKknagBaHe

TaKTUuecku, CcTpaTermyecku
W onepaTUBEH PeropTUHI .
W aHanu3 Ha TeHgeHuuuTe (K TpeTtupaHe

KOOp,U,l/IHaLJ,I/IFl N MOHUTOPWHI Ha ,D,EVIHOCTVITE
Nno TpeThpaHe Ha YyA3BMMOCTUTE

YcnyraTta BM NnpegocTaBs

3agbnboueH U nsuepnaTteneH nornea
Hag UAM0CTHATa NO3MUMA B CUrYyPHOCTTA
Ha opraHusaumAaTa

Mogpo6HU NporHosu 3a ToBa Kbae
€ Hall-BepoATHO Aa ce C/yYM aTaka

AHanus Ha TpeHAOBe 3a NPOMEeHU
B CbCTOAHMETO Ha KnbepcurypHocTTa

OueHKa
MpuopuTusauma Ha 6asa
pUCKOBeTe 3a BalaTa

¢ opraHusauua




AHanun3 Ha pe3ynTaTtuTte u remediation plan

AHANN3 NMPEUN3HA NPUOPUTUSALUA

C BM3yanumsauma Ha Ha yA3BMMOCTUTE Ha ba3a pucKkoBeTe
AaHHUTE 33 6bp3a M NecHa 3a KOHKpeTHaTa opraHu3aums, busHec
NAeHTUGMKaLMA Ha npouecmTe 1 NnoTpebHoCTUTe
HeobuyanHn aBneHmna

1 TerAeHLIM REMEDIATION PLAN

M nocaeaBallm KoopamMHauua
N MOHUTOPUWHI Ha geMHoCTUTe
Nno TpeTMpaHe Ha yA3BMMOCTUTE

MuHnmmnsnpanTe nepmnoaa, B KOUTO
opraHmsayumaTa Bu e ya3Bmma

Without vulnerability management

DAY 0 DAY 4 DAY 9 DAY 30
system zero-day patch vulnerability patch
scan and vulnerability prepared developer during the

patching is discovered regular patching process

ffffffffff The system is vulnerable for 26 days R

With vulnerability management

DAY 0 DAY 4 DAY 7 DAY 9 DAY 10
system zero-day vulnerability patch patch
scan vulnerability identified prepared deployed
is discovered during the
regular

weekly scan

__. The system is vulnerable for 6 days .- __.



AKTyanHo 3a yA3BMMOCTUTE

0.91%

* According to Qualys Threat Research Unit (TRU)
“Cybersecurity Threat Landscape 2024 Midyear Review"

EKcnnoaTaumATa Ha CTapy yA3BMMOCTM e HapacHana
c Hag 10% npe3 2024 r. ATakyBalLMTe BCe MO-4ecTo
1N3Mnon3BaT Beye No3HaTU M KopUrnpaHu cnaboctm —
CMrHan 3a NponycKn B ynpaB/eHneTo Ha navyose 1
noaapbrKKaTa Ha cuctemmuTe. *

OT 06wo 22 254 yassumocTu, egea 204 ca M3nN0A3BaHU
B @aTaKW, HO MMEHHO Te HOCAT HernponopLMOHaNHO
ronAamM pUCK, HeCTO CBbP3aHM C paHCbMyep

M MHOXecTBO 3annaxu. *

06wwo 22 254 ya3BMMOCTM Ca OTKPUTK Npe3
2024 r., koeTo e c 30% pbCT cNpamo
foknagBaHute 17114 npe3z 2023 r. *
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