VIPABJIEHVE HA
YASBUMOCTW

OrpaHuyeTe pUcKoBeTe 3a CUrypPHOCTTa
KaTo HamanuTe BpemeTo, B KOeTOo
cMcTemuTe ca ya3BuMmMun



MpeunsHanpuopuTUsauusa HamaneHu puckoBe NMono6peHa npocneaMmocTt
Ha puckoBeTe M KOHTpOnN
YassumocTtute ce BpemeBuaT npo3opeL, B KOUTO Pasnonarate ¢ nidopma-
npuopuTnampart Ha 6a3a cucTemnTe ca ya3BuMMin, ce LMst OTHOCHO TeHaeHuunTe
pucKOBeTe 3a KOHKpeTHaTa HamansaBa ApacTUYHO Ypes3 N CbCTOSHNETO Ha yA3BU-
opraHusaums,busHec NMPOaKTUBHO yrpaBneHne Ha MOCTUTE U KaKBM ca npome-
npouecutennotTpebHocTuTe. ys3BMMOCTU U remediation HUTE C BpeMETO.

plan (nnaH 3a oTcTpaHsiBaHe

Ha ysi3BUMOCTW)

f) NpeHTuduumpaHe ‘

3aabn6o4eH n n3vyepnartesrieH norneg
Hag uAaAnocTHaTa Nno3nmuusa B CUrypHOCTTa
Ha opraHusauyusaTa

Moapo6HM NporHo3u 3a ToBa Kbae
€ Han-BepoSAITHO Aa ce Cly4u aTaka

AHanus Ha TpeHOaoBe 3a NpoMeHun
B CbCTOSAHUETO Ha KVI6epCVIprHOCTTa
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MuHnmmnsnpanTe nepmnoda, B KOUTO

Without vulnerability management

DAY30

vulnerability patch
developer during the
regular patching process

DAY9
patch
prepared

DAYO DAY4
system zero-day
scan and vulnerability
patching isdiscovered

The system is vulnerable for 26 days

With vulnerability management

DAY4 DAY7 DAY9 DAYIO

zero-day vulnerability patch patch
vulnerability identified prepared deployed
isdiscovered during the

regular

weekly scan

1
1

- - - The system is vuLnerable for 6 days - - - ,-



60% OT XepTBMTE Ha NpobMB Ka3Bar, 4ye
aTakata e 6una ycnewHa nopagm
N3BECTHa YA3BMMOCT, 3a KOSAATO He e
NPUNOXeH cbllecTByBaWma patch*

62% OT opraHusaummnTe Oopu He ca
3Haenu, 4ye nmat ya3BMMOCT B CUCTEMUTE
cu npegn npobmuBa Ha gaHHUTE™

Hap 8000 ya3BMMOCTU ca OTKPUTU camo
npe3 Ql Ha 2022. ToBa yBenuyeHue e c
okono 25% B cpaBHeHue cQl 2021.

*Cnopep npoy4BaHe Ha Ponemon Institute LLC "Costs and
Consequences of Gaps in Vulnerability Response"
Mo ganHm Ha NVD Database
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