VINPABJIEHVE HA
YASBUMOCTWU

OrpaHunyeTe pUCcKoBeTe 3a CUrypPHOCTTA
KaTo HamMmanuTe BpemeTo, B KOeTo
cMcTemMmuTe ca yAa3BUMU



BawunAT nnaH 3a HaBpemMeHHOo
OTCTpaHABaHe Ha YA3BMMOCTU

MpeuunsHa npnopuTnsauma HamaneHu puckoBe

Ha pucKkoeeTte

YassumocTuTe ce BpemeBnAT npo3opeu, B KOMTO

npuopmuTU3npaT Ha ba3a cMcTemuTe ca ya3BuMU, ce

pYICKOBeTe 3a KOHKpeTHaTa HamanaBa ApPaCcTUYHO Ypes3

opraHusauma, busHec NPOaKTUBHO yrpaBfeHve Ha

npouecuTe U NoTpebHocTuTe. yA3BMMOCTK 1 remediation
plan (nnaH 3a oTcTpaHasaHe
Ha YA3BMMOCTH)

MNogo6peHa npocnegumocT
1 KOHTPO

Pasnonarate c vHpopma-
LMA OTHOCHO TeHgeHumnTe
M CbCTOAHMETO Ha yA3BU-
MOCTUTE 1 KaKBW Ca npome-
HUTEe C BpemeTo.

Vulnerability Management Lifecycle

> NpeHTudmnumpaHe ‘

MpOaKTUBHO CKaHMpaHe 3a yA3BMMOCTU

B LiA71aTa KOpropaTMBHa Mperka
[JoKknagBaHe

TakTU4ecku, cTpaTernyecku
M ornepaTuBeH PernopTUHr
W aHann3 Ha TeHgeHuunTe < TpetupaHne ‘

KoopanHauua u MOHUTOPUHS Ha gefHoCTUTe
Mo TpeTupaHe Ha yA3BUMOCTUTE

YcnyraTta BM NnpegocTaBs

3agbnboueH 1 usuepnaTeneH norneg,
Hag UAM0CTHATA NO3ULUA B CUrypHOCTTA
Ha opraHusaumaTa

MNogpo6HU NporHo3u 3a ToBa Kbae
e Hali-BepoATHO Aa ce C/y4YM aTaka

AHanus Ha TPpeHgoBe 3a NpoMeHUu
B CbCTOAHMETO HaA KVIGepCVIrypHOCTTa

OueHKa
MpropuTH3auma Ha 6asa
pyCKOBeTe 3a BalaTta

¢ opraHusauma




AHanu3 Ha pe3ynTatuTte u remediation plan

AHANNS NMPEUN3IHA NMPUOPUTUIALNA

C BU3yanmsaums Ha Ha yA3BMMOCTUTe Ha ba3a pucKkoBeTe
AaHHUTE 33 6bp3a M NecHa 33 KOHKpeTHaTa opraHu3aung, busHec
NAeHTUGMKaLMA Ha npolecuTe 1 noTpebHoCcTUTe
HeobuyanHn aBneHmna

M TeHARHLMM REMEDIATION PLAN

1 nocnegBalLM KoopaMHauma
N MOHUTOPUHI Ha AeMHOCTUTe
Mo TpeTupaHe Ha yA3BUMOCTUTE

MuHMU3VpanTe neproga, B KOUTO
opraHmM3aymaTa Bu e yA3BMma

Without vulnerability management

DAY 0 DAY 4 DAY 9 DAY 30

system zero-day patch vulnerability patch

scan and vulnerability prepared developer during the
patching is discovered regular patching process

—————————— The system is vulnerable for 26 days e

With vulnerability management

DAY 0 DAY 4 DAY 7 DAY 9 DAY 10

system zero-day vulnerability patch patch

scan vulnerability identified prepared deployed
is discovered during the

regular
weekly scan

.—_. The system is vulnerable for 6 days .___:



AKTyasnHo 3a yA3BMMOCT

60% oT KepTBMTE Ha NPOOVB Ka3BarT, ye
aTakaTa e buna ycnewHa nopagu
M3BeCTHa YA3BMMOCT, 338 KOATO He e
NpUAOXKeH cblyecTByBawma patch*

62% oT opraHusaymmTe 4opu He ca
3Haenu, 4e MMaT yA3BUMOCT B CUMCTeMUTe
C Npeau Npobuea Ha gaHHUTE*

Hag 8000 ya3BMmoCTM ca OTKPUTK Camo
npe3 Q1 Ha 2022. ToBa yBennyeHne e c
okosno 25% B cpaBHeHune c Q1 2021.

*Cnopega npoy4BaHe Ha Ponemon Institute LLC “Costs and
Consequences of Gaps in Vulnerability Response”
** Mo paHHu Ha NVD Database
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