OFFSITE IMMUTABLE
BACKUP |

MocTurHeTe 6GU3HEC yCTOMYNBOCT
C Han-HoBaTa ycryra 3a U3HEeCeHo,
HEOTMEHNUMO apxXmMBUpPaHE HA OaHHU



Haparpaxkgarte cbliecTByBawmTe
CcCUCTEMM 3a apxuBupaHe
(primary backup) n ycnewHo
npeanasBaTe OT TEXKMU
nocrneacTBus 4OpU U Npur
ycnewHa knbep ataka,

BKITIOYUUNTEJTHO N ransomware. MOHUTOPWUHT.
(%
U N 4 €
e
0.0.]

3 Konus Ha AaHHUTe
(1 ocCHOBHO U 2 pe3epBHU)

I:‘chllo

2 Bupa cuctemu 3a
CcbXpaHeHue
(auck v nexnTa)

OcurypsaBaTte ynecHeH n 6bp3
AOCTBMN 0 crneunanuavpaHa
cpepa 3a 6ekbn, usrpageHa no
[obpuTe NpakTuKkK, C NbIHa
pe3epBMpaHOCT Ha xapayepa u
codTyepa 1 € NOCTOsIHEH

S

OcurypsiBate apxmBupaHe

He caMo Ha JaHHUTE, HO U
nogcurypsieate peanmsa-
umaTa Ha ctpartermsa 3-2-1
3a 6eKbn Ha BCUYKN BaXKHU
3a opraHusauusaTa cuctemMu
M NMPUNOXEHUS.

EnHo oTaaneyeHo konuve Ha

AaHHuTe ( Lirex Offsite
Immutable Backup laaS)

Bes ombnHUTENHU UHBECTULMA
B Xapayep u copTyepHn nNnueHsmn

Bes3 nooapbxkka U agMUHUCTPUpaHe
Ha gonbrnHUTENHa nHdpacTpykTypa

Bbp30 Bb3cTaHOBSIBAHE HA AaHHUTE

JlecHo paswmpeHmne Ha kanauuTeTa npum HeobxoaAnMmMocCT

Bbp3 gocTtbn 4o ekcnepTu Ha Lirex n TeXHONorm4HmnTe

napTHLOPU KaTo BbHLLHA eKkcnepTmnaa B criydar Ha kasyc

WM UHUWMAOEHT

Peanunsauns Ha KOMMNIEKCHU NMOSIUTUKN 3a apxusBupaHe

Bekbn nHdpacTpykTypa n HenHaTta
agMUHUCTpaumna oT Lirex kaTo JOBEpPEH,
riokasrieH napTHbop

HeorpaHunyeH Tpaduk (He ce 3annawia
obewm, BMA, kKanaumTeT Ha Tpaduk nnm
Bpown TpaH3aKuumn)

no 6ekbn onepauunTe

HOTI/ICbI/IKaLLI/lI/I 3a HacTbLNUM cLbUTUSA

MN36op npm Ha4vMHa Ha NnawiaHe - c TBbpaa

MecedHa Takca 3a pesepBupaHa cpega unm

MBKaBO u,eHoo6pa3yBaHe B 3aBUCUMOCT

oT obema gaHHu



Lirex Offsite Immutable Backup laaS ocurypsasa otganedeHun apxvsu,
OT KOUTO MOXe [ia Ce Bb3CTaHOBAT AaHHU B CriyYal Ha ronsiM UHUUOEHT
B NnokanHaTta MHdpacTpykTypa KaTo gedektupan xapayep, 3noHaMepeHu
OEencTBus, BUPYCH, ransomware, npupogHu 6eactemsa v gp.

Upes Tasu ycnyra nonsesare cneunanudvpaHa pesepsupaHa nHgpacrtpyktypa ot
CbPBBbPU, ANCKOBN CUCTEMU, KOMYHUKALIMOHHO 06opyABaHE U MpeXoBa CBbP3aHOCT
B JeNnTa ueHTbp Ha Lirex. laHHUTe OoT nbpBOHavanHus 6ekbn ce konupart B AenTa
LEeHTbpa, KOMTO € U3HECEH Ha OoTAarledeHa nokaums.

MHpacTpykTypaTa B Lirex genTta ueHTbpa e cneuymanmavpaHa 3a 3awunTeHo npeHacaHe, 4OCTbN U
CbXpaHeHMne Ha JaHHM OT apXUBK C Bb3MOXXHOCT 3a 3aKrtouBaHe cpelyly npesanuc (immutable backup).
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JNokanHa bekbn MdpacTpykTypa OtpaneyveHa UdopacTtpyktypa

3a KaKbB TMN OpraHmM3aummn

Offsite Immutable Backup laaS e nogxo-
Asla 3a Bac ycriyra, ako umarte Hanu4yHm
nokKarnHu apxvBu 1 LenuTe nocturaHe Ha
©un3HeC yCTOMYMBOCT, MOACUIYpPSABaNKN
ce u cpeLly knbep-aTaku, KpuntupaLum
JaHHUTEe, KaTo ransomware.



Bt3non3BanTe ce, NecCHO U 6e3 AONbJIHUTESTHHU
MHBECTULIMM B Xapayep, OT Han-HOBUTE TEXHOJOrnmn
B cchepaTa Ha cMcteMuTe 3a CbXpaHeHue -
immutable backup . Te rapaHTupar, Ye apxXMBbBLT LUE
OCTaHe HeNnpOMEHEeH U HeJOCThLIEH 3a 3NT0BpeaHU
Hamecu U Kubep-aTaku.

Tasu cneunanuavpaHa 3a apxuBm UHMPaCTPYKTypa € C USKITHUYUTENHO
BMCOKO HMBO Ha CUIYPHOCT, KOETO rapaHTupa nblHa 3awuTa Ha AaHHUTe
CpeLLy NPoMeHU, N3TpMBaHe 1 KpunTupaHe. PasnonaraTte cbC 3anaseH,
3awmTeH 6ekbn B Lirex genTta ueHTbpa, Ypes KomTo 6bp3o ga
Bb3CTaHOBUTE paboTHa PyHKUMOHANHOCT. ToBa € Bb3MOXHO 4OpU B
cnyyaln Ha ycnelluHa ransomware unm gpyra cepuosHa ataka B
ueHTpanHata IT nHdpacTpykTypa, nopasuna n JaHHUTE OT BTOPOTO
APXMUBHO Konume.
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