OFFSITE IMMUTABLE
BACKUP laa$S
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[MlocTurHeTe 6u3HeC ycTOMYMBOCT
C HaW-HOBATa yC/yra 3a U3HeceHo,
HEeOTMEHMMO apXUBMpPaHe Ha AaHHM



3alo aa nonssaTte U3HeceH, HeoTMeHUM
apXmB Ha MHOpPaACTpPyKTypaTa?

HagrparkgaTe cbliecTByBalLnTe OcurypaeaTe ynecHeH 1 6bp3 OcurypsasaTte apxmBupaHe
cMcTeMu 3a apxmBupaHe AOCTBM 40 Creyvanm3npaHa He CamMo Ha AaHHUTe, HO U
(primary backup) n ycnewHo cpesa 3a 6eKkbn, U3rpageHa no nogcurypaeaTe peanvsa-
npegnasBaTe OT TeXKM A06puTe NPaKTUKK, C Mb/HA umATa Ha cTpaTterma 3-2-1
nocneacTems gopu 1 Npu pe3epBMpPaHOCT Ha xapayepa u 3a 6eKbMN Ha BCUUYKM BaXKHA
ycnewHa Knbep aTaka, codTyepa 1 C NOCTOAHEH 3a opraHysaymaTa cmctemm
BK/IHOUYUTEHO M ransomware. MOHUTOPUHT. M NPUNOXKEHUS.
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3 KonuA Ha gaHHUTe 2 Buga cuctemu 3a EaHO oTaaneuyeHo Konuve Ha
(1 ocHoBHO 1 2 pesepBHK) CbXpaHeHue AanHuTe (Lirex Offsite
(auck n nenTa) Immutable Backup laaS)

[MpeavmcTBa Npeg cobcTBeHOo

peweHne 3a N3HeCeH apXxXmnB

be3 fonbAHUTENHU NHBECTULLNN JlecHo paswupeHre Ha KanauuTeTa Npyu HeobxogMmocT
B Xapayep v cobTyepHU N1LLeH3N
Bbp3 gocTbN A0 eKcnepTu Ha Lirex U TexHoMorMyHUTe

be3 noggpbKKa M agMUHUCTPUpPaHe NMapTHbOPU KATO BBbHLUHA eKCMepTM3a B C/yyai Ha Kasyc
Ha 4OMbAHUTENHA MHDPACTPYKTYpa WAV MHUNORHT
Bbp30 Bb3CTaHOBABaAHe Ha AaHHUTE Peannzayma Ha KOMMNAEKCHM MOAUTUKN 3@ apXMBUpPaHe

[MpeavmcTBa Npeg cxogHo 061a4Ho

pelleHue 3a apxnBmpaHe

bekbn nHdpacTpyKTypa 1 HenHaTa HoTudukaymm 3a HacTbNUAU CbOUTUA
agMUHUCTPauna oT Lirex KaTo goBepeH, no 6exkbn onepauuuTe
NI0KasieH NapTHboP
N360p npu HavMHa Ha NaalwaHe - C TBbpAa
HeorpaHunueH Tpaduik (He ce 3annawia MeCeyHa TaKCa 3a pe3epBMpaHa cpeaa nnu
obem, Bug, KanauuTteT Ha TpaduK nam rMBKaBo LLleHoobpa3syBaHe B 3aBMCUMOCT
6poit TpaH3aKumm) 0T 06ema gaHHM



OnuncaHve Ha ycayraTa

Lirex Offsite Immutable Backup laaS ocurypasa oTaanedeHu apxmeu,
OT KOMTO MOMKe fa Ce Bb3CTaHOBAT AAaHHU B C/ly4al Ha roAam MHUMGEHT
B /I0KasnHaTa MHPpPaCTPyKTypa KaTo gedeKTrpan xapayep, 310HaMmepeHu
AercTBuA, BUPYCK, ransomware, NnpupogHu beacteua n ap.

Ypes Tasm ycayra nonssaTe cneyrannivpaHa pesepeupaHa MHGpPacTpyKTypa oT
CbpPBbBPU, ANCKOBM CUCTEMU, KOMYHUKALMOHHO 060pyaBaHe N MpeKoBa CBbP3aHOCT
B AeNTa ueHTbp Ha Lirex. JaHHMTe OT NbpBOHa4YaAHMA BeKbn ce KonupaT B genTa
LeHTbpa, KOMTO e M3HeCceH Ha oTAasiedeHa noKauumA.

MHdpacTpyKTypaTa B Lirex gerta ueHTbpa e crneuranmsvpaHa 3a 3awmTeHo npeHacaHe, 4oCTbN U
CbXpaHeHue Ha AaHHW OT apXMBU C Bb3MOXHOCT 3a 3aK/aouBaHe cpelty npesanuc (immutable backup).
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3a KaKbB TUM OpraHM3auuu
e nogxoaAlla ycayrata

Offsite Immutable Backup laaS e nogxo-
AALLa 33 Bac ycyra, ako MmMmaTte Ha/IMYyHU
NIOKANHM apXMBU U LLeInTe NOCTUraHe Ha
613HeC yCTOMYMBOCT, MOACUIrYPABaANKN
ce v cpelly Knbep-aTtaku, KpunTupawm
AaHHMTe, KaTo ransomware.



Immutable backup

TexHosi1ornA

Bb3non3sanTe ce, necHo 1 6e3 gonbAHUTETHU
MHBECTULNM B Xapayep, 0T HaN-HOBUTE TeXHO/10ru
B chepaTa Ha cMCTemMnTe 3a CbXpaHeHue -
immutable backup. Te rapaHTuparT, 4e apxmMB©bT LWe
OCTaHe HenpoMeHeH 1 HegoCTbMNeH 3a 3/10BpegHU
Hamecu 1 Kubep-aTaku.

Tasn cneunanmsmpana 3a apxmBmu MHPPACTPYKTYPA e C UBKAUNTE/HO

BMCOKO HMBO Ha CUMYPHOCT, KOETO rapaHTupa Nb/Ha 3aliMTa Ha gaHHUTe
cpeLly NpoMeHu, U3ITpMBaHe 1 KpunTupaHe. PasnonaraTe CbC 3ana3eH,
3awuTeH 6ekbn B Lirex geiTa ueHTbpa, upes KoMTo 6bp30 Aa
Bb3CTaHOBUTE paboTHa GYHKLMOHANHOCT. TOBa € Bb3MOXKHO 40pPW B
C/lyyar Ha ycnewHa ransomware uau gpyra cepvo3Ha aTaka B
ueHTpanHaTa IT HPpacTpyKTypa, Nnopasunaa n gaHHUTe 0T BTOPOTO
apPXMBHO Konue.
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B cBAT Ha TexHoONOrMK, XopaTa NpaBAT pa3fAMKaTa.



